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e What is Security
e Basic Security Rules
¢ Injection
e SQL Injection
e XSS Injection
e Cross-site forgeries (CSRF)
e Broken Authentication and Session Management
e Insecure Direct Object References
¢ Insufficient Cryptographic Storage
e Missing Function-Level Access Control
e Using Components with Known Vulnerabilities
e Invalidated Redirects and Forwards
e Secure Configuration
e Authentication Techniques
e Password Cryptography
e Hermetic Filtering/Validation/Escaping Techniques
e Handling Asynchronous Web Calls (AJAX)
e White Listing Techniques
e Creating a Standard Review Process
e Captchas, Tokens and Session Management
¢ Cryptographic Storage Techniques
e Securing File Uploads
e Logging
e Web Server Security
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e Microsoft Certified Professional (MCP)
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Website: www.NSTDAacademy.com
E-mail: training@nstda.or.th
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