April 2016

Fundamental IT Engineer Examination (Afternoon)

Questions must be answered in accordance with the following:

Question Nos. Q1-Q6 Q7, Q8
Question Selection Compulsory Select 1 of 2
Examination Time 13:30- 16:00 (150 minutes)

Instructions:
1. Use a pencil. If you need to change an anssvase your previous answer completely
and neatly. Wipe away any eraser debris.

2. Mark your examinee information and test answeraccordance with the instructions
below. Your answer will not be graded if you da nmark properly. Do not mark or
write on the answer sheet outside of the presciibecks.

(1) Examinee Number
Write your examinee number in the space provided,maark the appropriate space
below each digit.

(2) Date of Birth
Write your date of birth (in numbers) exactly asiprinted on your examination
admission card, and mark the appropriate spaceviedgh digit.

(3) Question Selection
For Q7 andQ8, mark the(s) of the question you select to answer in the “Silac
Column” on your answer sheet.

(4) Answers
Mark your answers as shown in the following sangplestion.

[Sample Question]
In which month is the spring Fundamental IT Engirt®eamination conducted?

Answer group
a) March b) April c) May d) June

Since the correct answer i®)° April”, mark your answer sheet as follows:

[Sample Answer]

Sample @‘@@@@@@@@

Do not open the exam booklet until instructed to do so.

Inquiries about the exam questions will not be answered.




Notations used for pseudo-language

In questions that use pseudo-language, the follpwintations are used unless otherwise

stated:

[Declaration, comment, and process]

Notation Description
o} Declares names, types, etc., of procedures
variables, etc.
/* text */ Describes comments in thext.
 variable < expression Assigns the value of thexpression to the
variable.
» procedure(argument, ...) Calls theprocedure and passédseceives the
argument.
A conditional expression Indicates a one-way selection process.
process If the conditional expression is true,
v then theprocess is executed.
A conditional expression Indicates a two-way selection process.
process 1 If the conditional expression is true,
- thenprocess 1 is executed.
process 2 If it is false, thenprocess 2 is executed.
v
oW conditional expression Indicates a pre-test iteration process.
o process While theconditional expression is true,
O theprocess is executed repeatedly.
[ ] Indicates a post-test iteration process.
process Theprocess is executed, and then
M conditional expression while theconditional expression is true,
theprocess is executed repeatec
variable: init, cond, incr Indicates an iteration process.
process The initial valueinit (given by an expression)
is stored in theariable at the start of the
processing, and then while the conditional
expressiortond is true, theprocess is
executed repeatedly.
The incremenincr (given by an expression)
is added to thvariable in each iteratiol

[Logical constants]

true, false

(continued on next page



[Operators and their priorities]

Type of operatio Operato Priority
Unary operation +, -, not High
Multiplication, division X, + %

Addition, subtraction +, -

Relational operatic >, < 2, %, = =

Logical product and

Logical sum or Low

Note: With division of integers, an integer quotientesurned as a result.
The %" operator indicates a remainder operation.

Company names and product names appearing in sheqtestions are trademarks or registered
trademarks of their respective companies. Notetliea® and ™ symbols are not used within the text.



Question1 throughQ6 are allcompulsory. Answer every question.

Q1. Read the following description concerning a seguwviilnerability, and then answer
Subquestions 1 and 2.

SQL injection is an attack where attackers mantpulBQL queries being used in Web
applications on the Internet or other sources. &tient of damage ranges from revealing
confidential or personal data to completely destrgythe database, depending on the
access rights exploited by the attack. Thus, iitnjgortant to review the source codes and
perform th on the developed application to prevent SQL impacattacks.

In general, a Web application consists of a Welveseacting as a front-end server
providing Web pages and a database server actiagbask-end server supplying data to
the Web server. The Web server usually passegidtee entered by the users to the
database server in the form of a query string. ddtabase server then returns a set of data
to the Web server for further processing.

[Example of non-secured application]

Attackers usually make SQL injection attacks wheput data are not checked and are
used as part of an SQL statement. For instangeyéil shows a simple sign-in form used
in a Web application, and Figure 2 shows an SQlethaable named User that is used to
verify the user name and password for the sigrr-acgss.

User name Usel
‘ XXX ‘ UserIC
Passworc UserNam
| yyy | Passwor
Figure 1 Simple sign-in form Figure 2 Table named User

Communication between the Web server and the degadmver is summarized as follows:
(1) The Web server constructs the following SQltesteent (*1):

SELECT UserID FROM User . (*1)
WHERE UserName='[xxx]' AND Password="[yyy]'
Here, the character strings in the shaded partsagmied from the input fields shown in
Figure 1. This query tells the database serveetiarn the UserID on the row whose
UserName is “xxx” and Password is “yyy” in the ®&lplamed User.



(2) The Web server sends the query constructedem (@) to the database server. The
database server then returns the result data \Weheserver.

(3) The Web server calls an appropriate functiowheck if the result data have at least
one row or not.

(4) If at least one row is obtained in step (3% Web server calls an appropriate function
to obtain the UserlID from the result data, and detes the sign-in process
successfully.

This Web application contains SQL injection vulr@lifies. It is possible for an attacker
to sign-in to the application without a passwordegen a user name by entering a tricky
input string in the user name and/or password.field

[SQL injection - Case 1]
The attacker modifies the SQL statement (*1) toSkE. statement (*2) as follows:

SELECT UserID FROM User . (*2)
WHERE UserName='admin' -- ' AND Password=""'

This query tells the database server to returiugerID on the row where the UserName is
admin. Here, “-” indicates the start of a comment field, and lad tharacters after=”
are ignored as a comment. As a result, the Usefiibe UserNameadmin is returned to
the application without checking the password aitmythe attacker to sign-in to the
application with ease.

The attacker can construct the SQL statement (yarmrin in the user name

field and *” (no input; handled as a null string)the password field in Figure 1.

[SQL injection - Case 2]
The attacker modifies the SQL statement (*1) toSkE. statement (*3) as follows:

SELECT UserID FROM User ... (*3)
WHERE UserName='' AND Password='' OR 'A'='A' LIMIT 1 -- '

This query tells the database server to returrdgerID on the rows where the UserName
and Password are both null éa'='A'. The former condition, the UserName and
Password are both null, will not match any of tbas; however, the latter condition,
'A'="A", is always true and will match all of the rowsurthermore, as this type of query
is expected to return only a single row, the caooditImiT 1 is added. As a result, the
UserID on the first row is returned to the applicat allowing the attacker to sign-in to the
application with ease.
The attacker can construct the SQL statement (V:Ertnerin in the user name
field andlIl in the password field in Figure 1.
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Subquestion 1

From the answer groups below, select the correstvanto be inserted in each blank

|:| in the above description.

Answer group foA

a) implementation of security patches

c) virus checking

Answer group foB
a) “'admin --

c) “admin' --

Answer group foCc andD
a)

c) “' OR 'A'='A" LIMIT 1 --"~

Subquestion 2

From the answer group below, select the appropeataver to be inserted in the blank

|:| in the following description.

To strengthen the protection against SQL injectitiacks such as cases 1 and 2 described

in Subquestion 1, one shotld

Answer group foE

a) develop important applications as desktop agitins instead of as Web

b) TCP/Imegtability scanning
d) vulnerability assessment

admin' --

“admin' --

“* OR 'A'='A' LIMIT 1 --

OR 'A'='A' LIMIT 1 --

applications since a desktop application is imprrsito SQL injection attacks

b) register all passwords stored in a databasassValues instead of as plain text

c) use a packet-filtering firewall to deny all da&ése access from anywhere other than
the associated Web server

d) verify characters entered into a Web form sd ti@ne of the illegal characters

exists



Q2. Read the following description concerning logic eegsions, and then answer
Subquestions 1 and 2.
Note: In this question, the symbols™ “+” and “=" are used to indicate the logical
operators AND, OR and NOT respectively.

Table 1 shows a truth table for a logic circuittthas three input linesi(ll2 and k) and
one output line (Out). The truth table in Tableutputs value 1 when one or two of the
input lines have value 1. Otherwise, it outputisie®.

Table 2 shows the Karnaugh map that is equivalenthé truth table in Table 1. A
Karnaugh map is useful for determining a singled@xpression that outputs the specified
value for all the cases in the truth table.

The single logic expression can be obtained fraerktarnaugh map as follows:

In Table 2, there are 6 cells that have outputevalu

(1) Group these cells into three sets of two adijacells, as indicated by the thick lines.

(2) Obtain the logic expression that outputs vdluer each set. For example, the set of
the shaded ceIIs) outputs value 1 when E 1 and-l2 = 1 (i.e., = 0)
regardless of the value o8, land this condition can be expressed by the logic
expression [1 « —12).

(3) Connect the logic expressions obtained in {2hle operator+”.

In this manner, the single logic express|on A |, that outputs the specified

value for all the cases in the truth table, is wisa.

Table 1 Truth table Table 2 Karnaugh map

I1 [2 I3 Oul I2, I3

0 0 0 0 0,0, 0,1 1,1 1,
o061 1 ol ol 1] 1] 1
Cc | 1101 "2l 1] o]
0 1 1 1

1 0 0 1

1 0 1 1

1 1 0 1

1 1 1 0

Table 3 shows another truth table for a logic dtrctiable 3 outputs value 1 when all three
input lines have value 0 or all three input linesdvalue 1. Otherwise, it outputs value 0.



Table 3 Another truth table

=
N
@
2

R R|lR|[R|lOo|lo|lo|O
Rlr|lolo|r|R|lo|lo
Rlo|lr|lo|r|olr|o
R|lo|lolo|lo|o|lo|r

The single logic expression for Table 3 is as foo

(=lze=l2e=l3)+(l1el2e13) .. (*1)
The expression (*1) has 4™ operators, 1 4” operator and 3" operators. When a logic
circuit is assembled based on the expression 819gic gates (4 AND gates, 1 OR gate

and 3 NOT gates) are required. If the expressibhi¢ changed t B |, the
number of logic gates required can be reduced to 6.

Subquestion 1

From the answer groups below, select the correstvanto be inserted in each blank

|:| in the above description.

Answer group foA
a) (lre=l2)+(l1e=l3)+(l2e=l3) b) (l1e=l2)+(l1e=l3)+(—l2e13)
Cc) (lre=l2)+(=lrel3)+(l2e=l3) d (lre=l2)+(=l1el3)+(=l2e13)

Answer group foB
a) —(li+l2+13)+(li+12+13) b) —(li+l2+13)+(l1el2013)
c) —(lrelzel3)+(l1+l2+13) d) —(lielzel3)+(l1el2e13)



Subquestion 2
From the answer groups below, select the correstvanto be inserted in each blank

|:| in the following description.

There are three electric devices: TV, boiler and.ir The power consumption of the boiler
is 1,000W, the iron is 1,500W, and the TV is 600W.

The house owner is going to configure an electower control system that issues a
warning when simultaneous use of electric poweeeas 2,000W.

Table 4 shows a truth table for a system that heeetinput lines €, I and ) and one
output line (Out). d, I and It indicate the on/off status of the boiler, iron ahd
respectively. Value O indicates the device isédroff, and value 1 indicates the device is
turned on. The truth table in Table 4 outputs edluwvhen simultaneous use of the electric
power exceeds 2,000W. Otherwise, it outputs value

Table 4 Truth table for the system Table 5 Karnaugh map for the system

Total(W)
0
60C
1,50(
2,10(
1,00(
1,60(
2,50(
3,10(

o
—y
O
=4

I, IT
0,0/ 0,1] 1,1] 1,0

ol o] o
B =T o T o | b—C—1

Note: grouping result is not shown

RPlIRPRPPRPOOOCIO

R R OO, OO
P O, Ok O|Fkr| O
PP OO|IFLOO0O|O

Table 5 shows the Karnaugh map that is equivatethé truth table in Table 4. Because
Table 5 has three cells that have output valubdsé cells are grouped into two sets: a set
of two adjacent cells, and a set of a single cells a result, one of the single logic

expression obtained from Table 5 +(IBelie=lT)

Answer group foC

al ol 1| v 2] ol o 2] 2| d 4 1
1| 1 1] 1 0] 1 1] o

Answer group foD
a) (Ilseh) b) (=lseli)
c) (helr) d) (lhe=lt)



Q3. Read the following description concerning a datalfas a car-rental service, and then
answer Subquestions 1 and 2.

Company U, a car-rental service company, has vatiypes of cars such as saloon, wagon,
mini-bus, and 45-seater bus. Its office is locatethe center of Capital city.
For each rental trip, Company U provides a driegether with a car including fuel.

Company U has a booking department that custonarscontact to make a car rental.
Customers give the following information to the kimg department when they make a
booking for the car-rental service:
- Type of car, or number of persons
- Start date and end date they want to use thecser
- Area they want to go to
Examples of booking information:
- Company K makes a booking for a 45-seater b fvlay 1 to May 4, 2016 (4 days)
for their staff vacation trip to City L.
- Mr. M makes a booking for 4 persons from MayoSMay 6, 2016 (2 days) for the
vacation trip to Beach N.
With these data, the booking staff sends an indgoitye database to select an available car
with the required capacity (number of persons). ald® has to select an available driver
who has the driving experience both with the seldciar and in the area to go.

Company U provides the database management systharthe following tables:
Table: Car
Fields: CarNo, CarName, CarTypelD, CapacityyStaus
Table: CarType
Fields: CarTypelD, CarTypeName
Table: Area
Fields: ArealD, AreaName
Table: Driver
Fields: DriverID, DriverName, CarLicenseNo
Table: DriverCarType
Fields: DriverlD, CarTypelD, CarExperience
Table: DriverArea
Fields: DriverlD, ArealD, AreaExperience
Table: TripHistory
Fields: TripID, CarNo, BookingDate, DriverID,uS8tomerName, ArealD,
StartDate, EndDate, Capacity, Fees, TripStat
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Description of the main fields:

CarNo Car-license plate number

CarTypelD 1: Saloon, 2: Wagon, 3: SUV, 4: Mins, 5: 45-seater bus, ...
Capacity Number of persons the car can carry

CarStatus 1: Ready to rent, 2: Maintenancergay to rent)

ArealD 1: Capital city, 2: City L, 3: Beach M: Northern states, ...
CarExperience 1 to 10: the larger the numbergthater the experience
AreaExperience 1 to 10: the larger the numbergtbater the experience
TripID Automatically assigned unique number

BookingDate Date on which car-rental booking ede

StartDate Date on which car rental starts

EndDate Date on which car rental ends

Fees Car-rental fees the customer must pay

TripStatus 1: Booked, 2: Finished, 3: Canceled

A driver may drive two or more types of cars andyrakso drive in two or more different
areas. Adriver who has finished a trip takesyaafathe next day.

The table DriverCarType records what types of cardriver can drive, and the table
DriverArea records the experience of a driver irasea.

The booking staff selects the available car
- that is not in maintenance status
- that is ready to rent on the specific periodrfrihe start date to the end date
- whose capacity is greater than or equal to Wietustomer wants

and, selects an available driver who

has an experience of driving the selected car

has experience driving in the selected area

has not already been assigned to another tripespecific period
- is not on a day off
and then, adds a new record to the table TripHistath the trip status “1” (booked).

The trip status of the record in the table Tripbiigtis set to
- “1” (booked) when the booking staff adds the meword to the table
- “2” (finished) when the car-rental service foetcustomer is finished
- “3” (canceled) if the customer cancels the bagkie/she has previously made
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Subquestion 1
From the answer groups below, select the correstvanto be inserted in each blank

|:| in Figure 3.

The booking staff makes a request to the bookingadment to provide a service report
that lists the drivers who are (were, will be) athy working on a specific date together
with the car name and the area name. Figure 1shavexample of the service report.

TriplD DriverName CarName AreaName
1604141 Mr. Y. Young Silver Wagon #5 Capital City
1604592 Mr. T. Tall White Mini-bus #2 Northern States

Figure 1 Example of the service report

The booking department first develops an SQL statérshown in Figure 2 that creates
the view vTrip.

CREATE VIEW VvTrip AS
SELECT t.TripID, d.DriverName, c.CarName, a.AreaName,
t.TripStatus, t.StartDate, t.EndDate
FROM ((TripHistory t JOIN Driver d ON t.DriveriD
JOIN Car C ON t.CarNo
JOIN Area a ON t.AreaID

d.DriveriD)
c.cCarNo )
a.ArealD

Figure 2 SQL statement that creates the view vTrip

Using the view vTrip, the booking department thewvelops an SQL statement shown in
Figure 3 that creates the service report.
Here, the specific date is given by the host végiabppate.

SELECT TripID, DriverName, CarName, AreaName
FROM vTrip

WHERE | A |
AND | B |

Figure 3 SQL statement that creates the service report

Answer group foA
a) :Spbate BETWEEN StartDate AND EndDate
b) startDate < :SpDate AND :SpDate < EndDate
C) StartDate < :SpDate OR :SpDate < EndDate

d) startDate = :SpDate OR :SpDate = EndDate
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Answer group foB
a) TripStatus <> 1 b) Tripstatus <> 2 C) TripStatus <> 3
d) Tripstatus = 1 €) TripStatus = 2 f) Tripstatus = 3

Subquestion 2
From the answer groups below, select the correstvanto be inserted in each blank

|:| in Figure 5.

The booking staff receives a telephone call frooustomer. The customer wants to make
a booking for a saloon from May 7 to May 9, 201&l&ys), for the business trip to City L.

The booking staff needs to obtain an experiencertapat lists the drivers who have the
experience in both driving in City L and drivingsaloon, and who are ready to work from
May 7 to May 9, 2016, in descending order of argeedence. Figure 4 shows an example
of the experience report.

DriverName AreaExperience CarExperience
Mr. Y. Young 9 6
Ms. C. Charm 7 7

Figure 4 Example of the experience report

The booking department develops an SQL statemersthh@wn in Figure 5, that creates the
experience report. Here, it is assumed that datesxpressed in the format ‘yyyy-mm-dd’,
and it is always guaranteed that StartBaEndDate.

SELECT DISTINCT d.DriverName, a.AreaExperience, c.CargExperience
FROM (Driver d JOIN DriverArea a ON d.DriverID = a.DriverID)
JOIN DrivercCarType c ON d.DriverID = c.DriverID

WHERE d.DriverID (SELECT DriverID FROM TripHistory AS t

WHERE t.StartDate

[ D ]
AND t.EndDate
[ £ 1

AND t.Tripstatus | F |)

AND a.ArealD = 2
AND c.CarTypelID =1
ORDER BY a.AreaExperience DESC

Figure 5 SQL statement that creates the experience report
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Answer group focC
a) EXISTS b) 1IN
C) NOT EXISTS d) NoT IN

Answer group foD andE
a) < '2016-05-09' b) < '2016-05-10" C) < '2016-05-11'
d > '2016-05-05"' e) > '2016-05-06" f) > '2016-05-07"

Answer group foF

a <1 b) <> 2 C) <> 3
d =1 e) =2 f) =3
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Q4. Read the following description concerning a disttdal file system, and then answer
Subquestions 1 and 2.

A distributed file system (hereinafter, DFS) allofites across a network to be shared by
different clients using a network of servers andkstations. The location of the file
becomes transparent to the client/workstation wihigeserver keeps track of the files with
each workstation. A DFS ensures the integrityhef file even when several clients open
the same file and do updates. A remote-servicehar@sm is one methodology to
maintain file integrity. Figure 1 presents thepstef the remote-service mechanism.

Client Device Server

Disk W Cache Disk S

(1) Request files

(3) Send files & directory structure (2) Create client-file table

(4) Open file

d (5) Place client-file open ta*]
(6) Read/write file

(7r) Close file (no updates)

db

(8r) Remove client-file open tag

(7u) Close file (with updates (8u) Update file & table

H (9u) Broadcasfile update

(10u) Request file updategs

(11u) Send updated file to requesting clie

=}
[

Figure 1 Remote-service mechanism
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[Remote-Service mechanism]

(1) The workstation sends a request to the seovacquire files it needs.

(2) The server creates a client-file table in thehe to keep track of what files the client
has.

(3) The server sends the files and directory sinecto the workstation. If there was a
previous connection, and the workstation already th& files in Disk W, only the
updates are sent. The cache contains a partiglafophat is in Disk S including files
and client-file tables.

(4) Once a workstation opens a file, notificatisrsent to the server.

(5) The server places an open tag in the clieattfible. If there are updates to the file,
they are sent to the workstation.

(6) The workstation is at liberty to do file opeoais on its end without informing the
server.

In the case where the file is not updated:
(7r) Closing of the file (no update) is sent te Herver.
(8r) The server removes the open tag.

In the case where the file is updated:

(7u) Closing of the file (with update) is sent bhe tserver.

(8u) The cache and Disk S are updated. An updgtestplaced in the client-file table.
(9u) A broadcast of the file update is sent tackdints with the file open.

(10u) Clients request for the file updates.

(11u) The server sends the updated file.

When an administrator makes changes to the dinestoucture, a broadcast is made and
all client sessions will update their copies.
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Subquestion 1
From the answer groups below, select the correstvanto be inserted in each blank

|:| in the following description.

Sales agents make use of a client device with duygtoinformation application. The
application retrieves product files from the servéMo updates are done by the client
device. Each device can hold a limited amountile6f The server us¢s A | to
know the files each device has. In the eventsbate of the files are updated by the server,
the is used to broadcast that a file update has aedurThis informs the client
devices that their copy is no longer vaild.

A workstation with an empty Disk W, which can ocdar a new workstation or after a
workstation crash, will retrieve files and diregt@tructure from the server. As the number
of workstations with an empty Disk W increases Hralfiles they use are the same, both

the[  C  ]and[ D | will increase, due to the process of sfep E__ | in
Figure 1.

Answer group foA andB

a) Cache (Server) b) client-file table
c) Disk S d) DiskW
e) open tag on the client-file table f) updatedaghe client-file table

Answer group foC andD

a) broadcasting operation b) hit ratio of cache
c) network traffic d) operation of placing updaag t
e) read access to Disk W f) write access to Disk S

Answer group foE
a) (1) b) (3)
c) (4) d) (11u)
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Subquestion 2
[Lost Update problem]
At the time that a workstation is modifying theel no communication with the server
occurs. Only after the file is closed, the changée effect on the server and cascaded to
the other workstations. When two or more workstatichange the same file and close it
at the same time, only one will be processed bys#reer at any given time. The server
broadcasts the update and the next workstatiordatepis received for processing. The
design assumes that the workstation will consadidae broadcasted update with its own
update before closing the file. When the numbecligints using the same file increases
and the amount of updates is large of each oneatepdare lost or overwritten by
succeeding file close/update.

From the answer group below, select the appropdieseription that will minimize the risk
of a lost update.

Answer group

a) Different servers will have copies of the sante tb distribute the file across the
network, and one server will serve to consolidatedifferent copies.

b) Increasing the size of cache will increase kineughput of the server, but it will not
change the network traffic performance.

c) The server’s cache will accept the updates baetimme, and do the consolidation of
updates instead of the workstation.

d) Workstations frequently close files after evergall updates and re-open the file,
even though this increases network traffic for defites.
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Q5. Read the following description concerning netwodaftgurations, and then answer
Subquestions 1 and 2.

Figure 1 shows the current network configuration Gdmpany X. The network is
connected to the Internet through an ADSL modenrh witeased-line. Local IP addresses
192.168.1.0/24 are used for the internal netwark.the internal network, a LAN and a
wireless LAN are configured. A wireless accessnpsupports many modern security
standards such as encryption with 128-bit keys. skadatching, a layer-2 switch is used.

Laptop

C

\
\
1
1
\
l I

Wireless | .-~
Access Point | - Y

aptop

Wireless LAN

External | Internal

PC
Layer-2
ADSL Modem .
@ @ Leased Line Switch < Laptop

PC

- 192.168.1.0/24

AN

Figure 1 Current network configuration

Subquestion 1
From the answer groups below, select the correstvanto be inserted in each blank

|:| in the following description.

With the current network configuration in Figurethe network address of the LAN is

, and a maximum local IP addresses can be assigned to the PCs

and laptops within the LAN and wireless LAN. Hetke ADSL modem uses local IP
address 192.168.1.1, and the wireless accessysm®satlocal IP address 192.168.1.2

Answer group foA
a) 192.168.1.0 b) 192.168.1.1
c) 192.168.1.2 d) 192.168.1.255

Answer group foB
a) 251 b) 252 c) 253 d) 254
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Subquestion 2
From the answer groups below, select the correstvanto be inserted in each blank

|:| in the following description.

With the expansion of business, Company X decidezhhance the network configuration.
Figure 2 shows the planned network configuratiol€ofmpany X based on the following
design principles:

- Place all laptops within the wireless LAN.

- Place all PCs and new internal-use servers witterLAN.

- Change the Layer-2 switch to a Layer-3 switch.

- Between the ADSL modem and Layer-3 switch, camrfiga network that has global IP

addresses 203.0.113.240/29, and place new extesaaervers within this network.

Laptop

|- Laptop
Wireless | -2
Access Point | T+ —

aptop

Wireless LAN

External | Internal

Layer-2 Layer-3
@ Leased Line ADSL Modem Switch Switch
> 203.0.113.240/2A <«
- 192.168.1.0/24

Server Server

External-use servers Server

AN

Figure 2 Planned network configuration

In this planned network configuration, Company X azgse a maximum
global IP addresses for the external-use servdese, the ADSL modem and the Layer-3
switch will use one global IP address each.

Currently, to use Wireless LAN safely, Company Xa18VPA (Wi-Fi Protected Access),
and a user enters a pass-phrase when connectimg Woreless network.
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Company X is now investigating the use of more se8/PA2. WPA2 has two modes:
WPA2-Personal (or called WPA2-PSK) and WPA2-Enisgo(or called WPA2-EAP).
WPA2-Personal provides encryption of network tmffeand it does not require an
authentication server.

WPA2-Enterprise provides enterprise-grade authatdic, and it requires an
authentication server.

If WPA2-Personal is used, the authentication metisoithe same as the current one, and

the risk oﬂIl still remains.

If WPA2-Enterprise is used, the level of securityl Wwe improved, but the installation of

server is required.

Finally, Company X decided to use WPA2-Enterprimewireless access authentication.

Answer group for C
a) 4 b) 6 c) 12 d 14

Answer group foD
a) collision of packets b) interference of radiovera
c) leakage of pass-phrase d) leakage of radio wave

Answer group foE

a) DHCP b) DNS
c) FTP d) RADIUS
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Q6. Read the following description of programs and pmegrams themselves, and then
answer Subquestions 1 through 3.

The integer functiomitTest checks the bit values in the specified bit posgion an 8-bit
data, and then returns the result. The integestimmsitcount returns the number of bits
that have a value of 1 in an 8-bit data.

Here, in this question, the operatogs and “|” obtain the logical product and logical sum,
respectively, for each pair of bits in the corrasfing bit positions of two 8-bit logical-
type data, and obtain an 8-bit logical-type restlhe notatior!'........ "'B expresses an 8-bit
logical-type constant.

[Description of Program 1]
The integer functiositTest is declared as follows:

O Integer function:

BitTest (8-bit Logical type: Data, 8-bit Logical type: Mask)

The 8-bit data to be checked are stored in thetiapgumeniata, and the bit position
information to be checked is stored in the inpugjuarent mask. Bits in pata
corresponding to the bit positions that have vadfiel in mask are checked, and the
following return value is returned. Here,Mask, there is at least one bit that has a value
of 1.

Return value 0: All checked bits are 0’s

1: 0 and 1 are mixed in the checked bits

2: All checked bits are 1's
For example, in Example 1 in Figure 1, the 3 isrfumbers 7 to 5) imask are 1’s; thus,
the values of the 3 bits (bit numbers 7 to S5pama are checked; because 0 and 1 are both
included in these, the return value of 1 is retdrnn Example 2, the 2 bits (bit numbers 4
and 0) inmask are 1's; thus, the values of the 2 bits (bit nureb& and 0) irpata are
checked; because both are 1's, the return val@afeturned.

(Example 1) (Example 2)

Bitnumber 7 6 5 4 3 2 1 0 Bitnumber 7 6 5 4 3120

Data 01 010101 Data 00110011

[ | |

Mask 11100000 Mask 0002TO0O0OO0T1
Return value 1 Return value 2

Figure 1 Examples of the BitTest operation
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[Program 1]
O Integer function:
BitTest (8-bit Logical type: Data, 8-bit Logical type: Mask)
O Integer type: RC /* return value */

al A ]

e RC « 2 /* return valueis 2 */
A‘| B |
e RC « 0 /* return valueis 0 */
e RC « 1 /* returnvalueis 1 */
v
v
e return RC /* returns RC as the return value */

[Description of Programs 2 and 3]
The integer functioBitcount is declared as follows:

O Integer function: BitCount (8-bit Logical type: Data)

The 8-bit data to be checked are stored in thetiapgumenbata.

Program 2, which uses a basic algorithm, and Pnog@awhich emphasizes efficiency of
processing, are created as programs for this perpos

For each line of Programs 2 and 3, the requiredgssing time in a certain time uit @,

...) when that line of the program is executed onta gertain processing system is shown.
Assume that the processing time for the last liolethe selection process and iteration
processes is included in the processing time fair tespective first lines.

Here, the operator-" performs subtraction by treating both operands8dmst unsigned
integers.

[Program 2]

(Processing time)
O Integer function: BitCount (8-bit Logical type: Data)
O 8-bit Logical type: work
O Integer type: Count, Loop

1 e« Work « Data

1 e Count « 0

4 Loop: O, Loop < 8, 1

3 rightmost bit of work is 1

1 e Count « Count + 1

1 e logically shifts work 1 bit to the right

2 e return Count /* returns Count as the return value */
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[Program 3]

(Processing time)
O Integer function: BitCount (8-bit Logical type: Data)
O 8-bit Logical type: work
O Integer type: Count

1 e Work « Data

1 e Count « 0

2 bits that have value 1s exist in work

1 e Count « Count + 1

3 e Work « work & (work — 1) ¢ o

2 e return Count /* returns Count as the return value */

Subquestion 1
From the answer group below, select the correctvango be inserted in each blank

|:| in Program 1.

Answer grouffor A and B

a) (pata & Mask) = "00000000"B b) (pata & mask) = Data
c) (pata & Mask) = Mmask d) (pata | mask) = "00000000"B
e) (pata | mask) = mask
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Subquestion 2
From the answer group below, select the correctvando be inserted in the blank

|:| in the following description.

Program 1 presumes that there is at least onddiittas a value of 1 mask. Here, this
presumption is removed, and the goal is to retuualae of O when all the bits mask
have a value of 0. To achieve this, the follomamgnge proposals, (1) to (3), are made to
replace the processing part of Program 1. Notedange proposal (1) makes no change
to Program 1. Here, the correct answers for Suigprel are assumed to be inserted in
blanks A Jand B |

Change proposal (1) Change proposal (2) Change proposal (3)
(no change)

sl A ] + RC < 1
| s RC <2 |+ RC <0 I

>

+ RC « 0
e RC « 0 e RC « 2
e RC « 1 e RC « 1
[
v v
e return RC e return RC e return RC

Of these change proposals, the one that operatestpis|__C |

Answer group focC
a) Change proposal (1) b) Change prop@3al (
c) Change proposal (3)
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Subquestion 3
From the answer groups below, select the correstvanto be inserted in each blank

|:| in the following description.

The processing efficiency of Programs 2 and 3 issiciered. Table 1 shows the results of
the comparison of the processing time of Programusd23.

Table 1 Comparison of the processing time of Programs 2 and 3

Minimum Maximum
Program 2 72 80

Prog ram 3 E 54

In Program 3, an efficient algorithm is used to afedthe value of the variablerk in the

line a. For example, when the content of the argumen4 in Program 3 i$01101010"B,

the content of the variabkrk, at the time that the process in the knénishes its second
execution during the iteration process,"[s_E__ |"s. Through the process of bit
conversion in this manner, the number of repet#tionthe iteration process is the same as
the number of bits that have a value of 1 in the tabe checked.

Answer group foD
a) 6 b) 10 c) 20 d) 22

Answer group foE
a) 00000011 b) 00000110 c) 00001010
d) 01010000 e) 01100000 f) 10100000
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Concerning question@7 andQ8, select one of the two questions.
Then, mark thé&) in the selection area on the answer sheet, avdearise question.
If two questions are selected, only the firstgjioa will be graded.

Q7. Read the following description of a C program amel program itself, and then answer
Subquestion.

[Program Description]

A palindrome is a sequence of one or more chasattet read the same from the left as it
does from the right. For example, Z, EVE and AB&A palindromes, but ADAM is not.
The program reads a positive integer with at modigéls, and determines the number of
unique integer palindromes. The unique integengdedmes must be arranged in terms of
the number of digits and in ascending order.

(1) Table 1 shows some examples of a positivegertand the unique integer palindromes.

Table 1 Examples of a positive integer and the unique integer palindromes

Positive integer Unique integer palindromes

1230 0,1,2and 3

12103 0,1,2,3and 121

11221 1,2,11, 22 and 1221

4123214 1,2,3,4,232,12321 and 4123214

(2) The algorithm used in this program is as fwo
Step 1: Ask the user to input a positive integer.
Step 2: Count the number of digits in the inpufteditive integer.
Step 3: Extract all unique integer palindromes.
Step 4: Sort the integer palindrome list in asaemdrder and display the result.

(3) When executing this program, it will print dbe following lines:
Enter a positive integer: 112233221

There are 9 unique palindromes.
[ 1, 2, 3, 11, 22, 33, 2332, 223322, 12233221 ]
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(4) Five user defined functions are used:

(i)

(ii)

(i)

(iv)

(v)

int numofDigits(long number)
This function returns the number of digitsniimber.

Tong reversebigits(long number)
This function returns a number with its digits @versed order afumber.

int isexisting(long pList[], long number, int pCount)

This function returns 1 if an integetumber already exists in the integer
palindrome lispList; otherwise, it returns 0. Herngcount is the array length of
pList.

void extractNumber(long number, int Tength,

Tong *pList, int *pCount)
This function extracts an integer palindrome frormositive integer number and
adds this integer to the palindrome fisti st.

void displayPalindromes(long pList[], int pCount)

This function sorts the integer palindrome lgtist in ascending order and
displays all the integer palindromespini st.
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[Program]

#include <stdio.h>
#define MAXLEN 20

int numofDigits(long);

Tong reversebigits(long);

int 1disExisting(long*, long, int);

void displayPalindromes(long*, int);

void extractNumber(long, int, Tong*, int*);

int main(void) {
int pcCount = 0, length = 0, 1i;
Tong input, pList[MAXLEN];

for(i=0; i< MAXLEN; i++) {
pList[i] = -1;
}
printf("Enter a positive integer: ");
scanf("%1d", &input);
Tength = numofDigits(input);

extractNumber(input, 1ength,| A [, &pCount);
if (pCount > 1)

printf("\nThere are %d unique palindromes.", pCount);
else

printf("\nThere is %d unique palindrome.", pCount);
disp1ayPa1indromes(| A |, pCount);
return 0;

int numofDigits(long number) {
int Tength = 0;

while (| B ) ¢
number /= 10;
Tength++;

}

return length;
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Tong reversebigits(long number) {
Tong reversedNum = 0;

while (| B h {
reversedNum = (reversedNum * 10) + (humber % 10);
number /= 10;
}
return reversedNum;
}
int isexisting(long* pList, long num, int pCount) {
int 1;
for (i = 0;| C h i++)
if(pList[i] == num || num == -1)
return 1;
return 0;

void displayPalindromes(long* pList, int pCount) {
Tong hold;
int count, pass;

for (pass = 1; pass < pCount; pass++) {
for (count = 0; count < pCount - 1; count++) {
if (| D D 1
hold = pList[count];
| E l;
pList[count+1] = hold;

}
printf("\n[");
for (count = 0; count < pCount; count++) {
if (count != pCount - 1)
printf(" %1d,", pList[count]);
else
printf(" %1d", pList[count]);
3
printf(" 1");
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void extractNumber(long number, int Tength,
Tong *pList, int *pCount) {
int i, j, k, 1, index = 0;
Tong tempNum, extractedNum, extractedRNum;

for (i = 1; i <= length; i++) {
for (j = 0, tempNum = number; j < length - i + 1; j++) {
extractedNum = 0;
extractedRNum = 0;
tempNum = number;
for (k =0, 1 =0; k < Tength & 1 < i; k++) {

if (k >= j) {
extractedNum = | F E
T++;
}
tempNum /= 10;
}
extractedRNum = reverseDigits(extractedNum);
if (extractedNum == extractedRNum) {
if (lisexisting(] A |, extractedNum, *pcount)) {
pList[index] = extractedNum;
index++;
*pCount = *pCount + 1;
3
}
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Subquestion
From the answer groups below, select the correstvanto be inserted in each blank

|:| in the above program.

Answer group foA
a) &pList[20] b) *pList[0] C) **pList
d) pList e) pList[0] f) pList[20]

Answer group foB
a) number / 10 != 0 b) number / 10 < 0 C) number / 10 == 0
d) number !'=0 €) number < 0 f) number == 0

Answer group foC
a) i <= pCount b) i < pcount C) i < pCount - 1
d) i <= pList[i] e) i < pList[i] f) i < pList[i] - 1

Answer group foD
a) pList[count] > pList[count+1]

b) pList[count] != pList[count+1]
C) pList[count] == pList[count+1]
d) pList[count] > pList[count-1]
e) pList[count] != pList[count-1]
f) pList[count] == pList[count-1]

Answer group foE
a) pList[count]

pList[count+1] b) pList[count] pList[count+2]

C) pList[count] pList[count-1] d) pList[count] pList[count-2]
Answer group foF
a) (extractedNum % 10)
b) (extractedNum % 10)
C) (extractedNum * 10)
d) (extractedNum * 10)
e) (extractedNum / 10)

f) (extractedNum / 10)

(tempNum * 10)
(tempNum / 10)
(tempNum % 10)
(tempNum / 10)
(tempNum % 10)
(tempNum * 10)

+ + + + o+ o+
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Q8. Read the following description of Java programs twedprograms themselves, and then
answer Subquestions 1 through 3.

[Program Description]

A system development team of a university is bogdia prototype for a university
information system. The system manages SMS, e-andilallowance information of the
students and staffs of the university. The praietis being analyzed and debugged using
tester classes with methods for testing purposBisese methods are invoked from the
main method in the tester classes. As for sonterants in the main method, they may

- be executed properly by invoking the appropriagghods through polymorphism

- cause a runtime exception

- cause compile errors
So, the output, exceptions and errors need to teerdmed.

In the programs, there are four classes$son, student, staff andpPostGradstudent.
Figure 1 shows thatudent andstaff inherit fromperson and thatrostGradstudent
inherits fromstudent.

Person

[ )

Student Staff

~

PostGradStudent

Figure 1 Inheritance relation
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[Program 1]
public class Person {
static double LIVING_COST = 1000.0;
double allowance;
String cellPhoneNumber, emailAddresses[];

Person() {
this("0123456", LIVING_COST);
//0123456 is the contact number for information desk

}
Person(String cellPhoneNumber, double allowance) {
| A |.ce11PhoneNumber = celTPhoneNumber;
| A |.a11owance = allowance;
}
public void setEmail(Sstring emaill){
emailAddresses = | B | { emaill 3};
}
public void setEmail(String emaill, String email2){
emailAddresses = | B | { emaill, email2 };
}
public void setEmail(String emaill, String email2, String email3){
emailAddresses = | B | { emaill, email2, email3 3;
}

public void sendsMs() {
System.out.println(this + "Person sendsmMs");
sendemail();

}

public void sendEmail() {
System.out.printin(this + "Person sendEmail");

}

public String tosString({

return "I am Person: ";

}

[Program 2]
public class Student extends Person {
public void sendEmail() {
System.out.printin(this + "Student sendEmail");

}
public void depositAllowance() {

System.out.println(this + "Student depositAllowance");
allowance 4= LIVING_COST;
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[Program 3]
public class Staff extends Person {
public void sendsMs() {

System.out.println(this + "Staff sendsMs");
3
public void sendEmail() {

System.out.printin(this + "Staff sendEmail");
sendsMS () ;

}
public String toString(){

return "I am Staff: ";

}

[Program 4]
public class PostGradstudent extends Student {
public void sendsMs() {
super.sendsMs();

System.out.println(this + "PostGradStudent sendsms");
}
public void sendEmail() {

System.out.printin(this + "PostGradStudent sendEmail™);
}
public void depositAllowance() {

System.out.println(this + "PostGradStudent depositAllowance");
allowance += 2 * LIVING_COST;

[Program 5]
public class Testerl {
public static void main(String[] args) {

Person personl = new Student();
Person person2 = new PostGradsStudent();
Student studentl = new Student();
Student student?2 new PostGradstudent();
staff staffl = new Sstaff();
Object objl = new Student();
staffl.sendsMs();
personl.sendEmail();
person2.sendemail();
studentl.sendEmailQ;
student2.sendEmail(Q);
studentl.depositAllowance();
student2.depositAllowance();
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Subquestion 1
From the answer groups below, select the correstvanto be inserted in each blank

|:| in Program 1.

Answer group foA
a) Object b) Person
C) super d) this

Answer group foB
a) new Sstring[] b) new string[3]
C) new String d) new string ...

Subquestion 2
From the answer group below, select the correctvango be inserted in each blank

|:| in the following description.

The purpose dfProgram 5] (classtesterl) is to check whether the programs are executed
properly by invoking the appropriate methods thiopglymorphism.

When[Program 5] is executed, the following lines of output data displayed:

I am Staff: staff sendsms

I am | C |: | D | sendEmail

I am | C |: | E | sendEmail

I am | C |: | D | sendEmail

I am | C |: | E | sendEmail

Tam| C |:| D | depositallowance
Tam| C |:| E | depositallowance

Answer group focC, D andE
a) Person b) PostGradstudent
C) staff d) student

Subquestion 3
From the answer group below, select the correctvango be inserted in each blank

|:| in Table 1.
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A person can be student, PostGradstudent or staff. Based on the actual object, the
behaviors of the methodkpositAllowance, sendemail andsendsmMs may vary. So, to
investigate the behavior of the methdéspgram 6] (classtester?2) is created.

[Program 6]
public class Tester2 {
pubTlic static void main(String[] args) {
Person personl = new Student();
Person person2 = new PostGradStudent();
Student studentl = new Student();
Student student?2 new PostGradstudent();
staff staffl = new Sstaff();
Object objl = new Student();

In the blan{___]in [Program 6], one of the statements shown in Table 1 is inderte
one at a time. In this wajProgram 6] is executed three times with a different statenrent
the blank.

Table 1 shows the statements to be inserted ibl#mk and their execution results.

Table 1 Statements to be inserted in the blank and their execution results

Statements to be inserted in the blank | Execution result
((PostGradstudent)staffl) .depositAllowance(); [ F |
((student)person2) .depositAllowance(); | G |
((PostGradstudent)objl).sendemail(); [ H |

Answer group foF, G andH
a) The statement causes a compile error; hengadigeam is not executable.
b) The statement causes a runtime exception; hdhee program terminates
abnormally.
C) “I am Person: PostGradsStudent depositAllowance” is displayed.
d) “1 am Person: PostGradstudent sendemail” is displayed.

e) “I am Person: Staff depositAllowance” is displayed.
f) “I am person: staff sendemail”is displayed.

g) “I am Person: Student depositAllowance” is displayed.
h) “I am Person: student sendemail”is displayed.
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